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572 DAYS OF

IN UKRAINE

* over 3416 education facilities damaged

* ca. 363 education facilities destroyed completely
e 504 children died, more than 1123 injured

* over 8 million of externally displaced people at least 1/3 of Ukrainian citizens may have paper-based
— .
- approx. 7 million of internally displaced people educational documents destroyed/flooded/burnt/lost...
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2l state super-app ' o D -

IER Nocnyru

NacnopT rpoma;{ Mocnyrw
YKpaiHu

fNonomora apmii

19 m | I I | O n 23 COVID-ceprvlkaTh

BiricbkoBi o6nirauit

Ukrainians already use Diia
aia
Haﬂiﬂ . ONUTYBaHHA
o e BonogumupisHa
Diia is a brand of the digital country. Moo ARG
In translation from Ukrainian, this word
means “action”. The Diia ecosystem @) Ocbopmnennn nonomoru BO
includes 5 different projects.
ATV

LoxymenTu Nocnyrm  Nosinoy

Source: Diia presentation, Ministry of Digital Transformation of Ukraine, e-Governance Conference 2023



https://2023.egovconference.ee/wp-content/uploads/2023/06/pdf-mstyslav-banik.pdf
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Sharing

Document’s Structure

3

Main Full QR-code with Barcode with 0

information information deeplink deeplink User receives a request for a copy of System prepares requested data
the digital document package from registry and asks user
for sign

oo QEEED <= )

3anuT Ha Konii ®
undposux 4
AOKYMEHTIB
User confirm

International
(] Passport ¥

| P
s { document sharing

XX000000 &

il oia

Nadiia

User confirm
document sharing

Source: Diia presentation, Ministry of Digital Transformation of Ukraine, e-Governance Conference 2023
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ID-card (Passport) International passport Birth certificate eDocument Tax ID Pension ID

Permanent and temporary residence permit Student ID Driving License Vehicle insurance

Vehicle registration certificate IDP certificate Green COVID certificate Yellow COVID certificate

14 digital

documents

Passport ¥ i i ehicle Registration
e rtificate i

24.08.1991 Ford

Focus

XX000000 - ~ ( o . DIIAZ0Z2FORPEOPLE

/éyf}(/

Dila
Nadiia

+ UKRAINE + Valid

o he insurance policy is valid « MpAT CK “nNz
Diia

Nadiia
Volodymyrivna

B TR

Source: Diia presentation, Ministry of Digital Transformation of Ukraine, e-Governance Conference 2023
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Sharing

The service allows you to
receive electronic copies
of digital documents of
Diia users.

A copy of a digital
document is information
about a person in
electronic form
contained in state
registers.

Copy in PDF

w Ris NacnopT rpoMansHuHa
YKpainm

Oia
Hapis .
BonogumupisHa 3

947667234

ST i UNSPON| KONTT ADEYVENTI B 29.08.2020 W02,
IHASATOP SerwTy: PEMmaTBaNe, WK, BLALINewE NT72

»
20011991
yepaiva
2088
312.20%
12002023
PHOKNIN (INMX 1234567890
MEORLIOE SEpEEEKy LOSestnco NOSITROI0
cymBioo 0L01,202%

Janmc N (YHIP): 19990024-00006

Micue sapomm e . Kanrwiun- Mot
XM DERICTS RO A/
nats- Poaiisky KEmeTyTEka obist

- K
. UNSOORSIUR, Sym, 25, Ke. 18
25 nmesn 2000 p.

/zv de-

Metadata

data = {

"residenceUA": "YKPAIHA M. Kuis
BY/.UM®POBI3AUII BYA.25 KB.18",
"genderUA": "X",

"nationalityUA": "Ykpaina",
"birthday": "24.01.1991",
"birthPlaceUA": "M. KMIB YKPAIHA",
"expirationDate": "13.12.2023",
"genderEN": "F",

"lastNameEN": "DIIA",
"firstNameEN": "NADIIA",
"lastNameUA": "A4I8",
"firstNameUA": "HAQIA",
"middleNameUA" : "BO/NIOAUMUPIBHA",
"docNumber": "123456789",
"taxpayerNumber'": "1234567890",
"recordNumber": '"19910824-00026",
"issueDate": "13.12.2015",
"department": "2034",

Source: Diia presentation, Ministry of Digital Transformation of Ukraine, e-Governance Conference 2023


https://2023.egovconference.ee/wp-content/uploads/2023/06/pdf-mstyslav-banik.pdf

J MINISTRY Ministry
‘ OF EDUCATION AND SCIENCE of Digital Transformation
- OF UKRAINE e-governance academy

of UKraine

Educational documents in Diia: intervention scope | 42,3M: 2000-2023

School: 22,7M VET: 4,2M Professional pre-higher Higher education:
(EQF 2-3) (EQF 4) education: 0,02M (EQF 5) 15,2M (EQF 5-8)

. rn

A QR

. r A . rn rR-| Az =
,D,lﬂ R, ﬂlﬂ & Ry

Ovnnom 6akanaspa W

ATeCTaT n po HOBHy n” HHOM HM nn0M q)axoaoro KWIBCbKWIA HAaUWiOHaNbHUI yHiBCUTET
3araljibHy cepegHko KBanigikoBaHOro MOJ’IOJ:I.LUOI'O%g iMeHi Tapaca LllesyenKa
i i 6akanaBspa Rara eugavi
OCBITY w POGiTHMKa w P 30.05.2021
Kuiscbka cneuianizoeaHa wkona I-1i1 KuiBCbKWiA MPOheciitHnii Konemk KuiBcbkiid Npodieciiinmii konemx
cTyneHiB N252 3 NOrnM6NeHUM BUBHEHHAM iHcbopMaUifHUX TexHonorin Ta nonirpadii iHhopMaLifiHWX TexHonorii Ta nonirpadii
pra’l’HCbKo‘l‘ MoBU KUIBCbKOT MiCbKOT papu Rara eugaul Nara Bupay
iMm. T.I. LLleB4eHKa 36.(;5.2'0;; 30.05.2021
NaTta Bupad
30.05.2021

AAOOOOAA ©

AAOOOOAA @ AAOOO0QAA @ AAOOOOQAA @ HAT PRI A g e
a8 Q=

faHi oHOBNEHO 17.05.2021 0 10:30 [aHi oHOBNeHo 17.05.2021 0 10:30 (A0 UGS KA © IR0 o cc R s Lioucae

Information from both currently and previously in force educational documents will be demonstrated in Diia.
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Educational documents in Diia: pre-launch demo

Ounnom marictpa W

KUIBCbKWUI HauioHanbHUN YHIBCUTET
iMeHi Tapaca LlleB4eHKa

Oara Bupadi
30.05.2021

AAOOQOOAA

HaHi oHoBneHo 17.05.2021 o 10:30

©

QR

Ovnnom marictpa iy  (X)

Master’s Diploma

XX000000 @

Aia

Hapisa
BonogumupiBHa
Diia Nadiia

[arta HapomXXeHHs 24.08.1991

KWIBCbKUI HaLiOHanbHUN yHIBCUTET
iMeHi Tapaca LLieB4eHKa

Odata Bupadi 30.05.2021

[aTa 3aKkiH4YeHHs 30.05.2021

HaB4YaHHA

Ovnnom marictpa iy (%)

Master’s Diploma

CneuianbHicTb
Field of study

05 CouianbHi Ta
noBefiHKOBI HayKu
Social and
Behavioural studies

Cneujianisauis
Specialisation

MoBepiHKOBI
[ocnigpKeHHsA
Behavioural research

Couionoris
Sociology

OcCBIiTHA nporpama
Educational
program

MpodecinHa keanidikauis:
Professional qualification

Couionor / Buknagad BULLOIro HaB4anbHOro
3aknapy / HaykoBuii cniBpo6iTHMK (couionoris)
Sociologist / Lecturer of Higher Educational
Institutions / Researcher (Sociology)

OpraH akpeguTauii:
Accreditation authority

HauioHanbHe areHTCTBO i3 3a6e3ne4YeHHs
AAKOCTI BULLOT OCBITH

Avnnom marictpa Yy  (x)

Master’s Diploma

OpraH akpeguTauii:
Accreditation authority

HauioHanbHe areHTCTBO i3 3a6e3ne4YeHHs
SIKOCTi BULLIOI OCBITH

The National Agency for Higher Education
Quality Assurance

PekTop Heuyi-NeBuubkuin

Rector CemeH OpecToBuY
Semen Nechuii
Levytskyi

Oyénikar XX000000

3aknag OCBiTK, WO BUAAB OKYMEHT:

KWIBCbKUI HaLliOHaNbHWUIA YHIBCUTET
iMeHi Tapaca LLleB4eHKa
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Diia.Signature signature compliance with elDAS standards

DSS Demonstration WebApp (europa.eu)

__| e
DSS Demonstration WebApp

European Commission > DIGITAL > eSignature > Digital Signature Services > Validate a signature

Validate a signature

Sign a document

Privacy notice: Please note that by using the below functionality of the DSS demonstration, your files are going to be
Sign a digest transmitted to the infrastructure of the European Commission. With your action to do so, you consent to this
transmission of data and we strongly advise you to use documents that do not contain sensitive material.

. Files that have been transmitted are not retained.
Sign a PDF

Sign with JAdES Signed file Choose File ‘ No file chosen

Sign multiple documents Original file(s) ‘ Choose Files lNo file chosen

Counter sign a signature @® Complete documents

O SHA1 O SHA256 O SHA384 (O SHA512

Send original file(s) as

Standalone application

REST/SOAP WebServices More options

-
Server side

Validation of electronic signatures and indication if they are Advanced
electronic Signatures (AdES), AdES supported by a Qualified Certificate
(AJES/QC) or a Qualified electronic Signature (QES). Validation against
the EU MS Trusted Lists and third country Trusted Lists with voluntary-
based AdES recognition.

Signature SIGNATURE -20230525-1518 IRy

Signature filename: META-INF/signature001.p7s
Qualification: AdESig ©
Qualification Details: The certificate is not related to a CA/QC!

The validation is relying on the TC AdES List of the lists providing information
notified by third countries to facilitate the validation of electronic signatures
or seals created in third countries as meeting the requirements of (EU)
advanced electronic signatures or seals in accordance with Regulation (EU)

No 910/2014.
Signature format: CAdES-C
Indication: TOTAL_PASSED W]
Certificate Chain:
% "DIIA". Qualified Trust Services Provider ™ @© State enterprise "DIIA"
i ]
% Central certification authority
On claimed time: 2023-05-25 15:18:38 (UTC)

Best signature time: 2023-05-25 15:18:39 (UTC) &
Signature position: loutofl

Signature scope: META-INF/ASiCManifest001.xml (FULL)
Manifest document

Signature scope: photo_2023-05-24 12.35.14.jpeg (FULL)
Full document

Timestamps a

Document Information

Container type: ASIC-E
Signatures status: 1 valid signatures, out of 1
Document name: photo_2023-05-24 12.35.14.jpeg.asice


https://ec.europa.eu/digital-building-blocks/DSS/webapp-demo/validation
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User experience: input phase

-
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Submission of data by applicants
(2 minutes):

1. Login to Diia

Select ‘Add document’

3. Confirm search for documents
available using 3 identifies - full name,
date of birth, and tax number — that
are automatically pre-filled for you

4. Documents found with the above
identifiers are downloaded to the
Diia’s folder ‘Documents’

5. Information on educational documents
can be retrieved from Diia within 2
months, after which it can still be
requested unlimited number of times,
if needed (steps 1-4)

N

10
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Data flow Diia-EDEBO: brief look into throughput ...

EDEBO information system

1)soap | | 2)ResT | " ()
Trembita request Back-end request _ | -
. EDEBO
system in converter 3) REST back-end EDEBO
Inforesurs 4) SOAP (SOAP- response REST database
(SOAP) B response REST) -
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... and output

PEECTP AOKYMEHTIB NPO OCBITY

AAHI IOKYMEHTA NPO OCBITY
Documents on higher education | | fowyuesmis npo sy ocniry : AcxymenTi npo extuyy ocsiTy
Document type Gepim. n gocywes AoxywesTi npo ety ocaiTy Ovinnom dhaxoBoro
Series (e.g. 817) Cepin * AoxymerTi npo npodeciiHy (npogecifino-Texniumy) ocairy 2 MoJiogLwioro
Howep * ocdtional education
Number (e.g. 123456 JoxywenTit NPO 2aransky (EPEAHI0 OCBITY  Documents on ge! 6akKana Bpa w
AAHI OCOBM S
Last name (in Ukrainian) Nplassuse * - . eciinmi
. . = UTBCLKUI NPOhecitHMi Konemx
First name (in Ukrainian) :‘w . iHcbopMaLifiHUX TexHONOriN Ta nonirpadii
Patronymic (in Ukrainian -
(Check th£ box if no pltrlnymlt ond t) T Migroepgxyo, no Garexon slacye Anaou CTEICIA [Oara Bugadi
- Annnou BAKATIABPA Bachelor Diplc 30.05.2021
pec | aunnow Monoaworo coewanicra Junior Specialist
—r o —

Ann anen CAMBCNE HATIHCE TR 1B J0EDEIG

Enter Captcha code shown a ~—r——— =

s B lT Haphonarm sanmr
AW NOuYY Aoy T peeCTRd SEETY OO E e NG
. T
C

| EAHHA
/ ABPXABHA
) BABKTPOHHA
 BASA3IIHTAHS
/ OCBITH

AAOOOOAA <

12
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Inter-agency cooperation

v' Partner commitment (spring 2022): e-Governance Academy support to develop
e-services on educational documents in Ukraine

v’ Identification phase (spring-summer 2022): concept and technical consultations
among MoES, MinDigital, Inforesurs, Diia, eGA — clarity on needs and limitations of
the digital solutions (i.e., underaged personal data, authentication, corrupted and
incomplete data)

v Legal enactment (autumn 2022): by-law on digital educational documents
supported by the Government

v’ Data collation (winter 2023): cross-check between EDEBO (educational documents)
and State Tax Service (tax data) to populate EDEBO with more/clean data on tax
number as the user identifier

v Software development (summer-autumn 2023): in progress


https://zakon.rada.gov.ua/laws/show/1242-2022-%D0%BF
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[hank youl!
Kateryna Suprun
Ukraine National Representative to Bologna Process
katerynasuprun@gmail.com
+38 (068) 574-89-48
- Co-funded by
the European Union
This PLA is organised within the framework of the EU co-funded project TPG-LRC CoRE
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